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Eye on our Communities

The Internet connects more people than any other form of communication. Internet and email
scams are on the rise. Here are some tips to help protect you and your loved ones from becoming
victim to Internet and email scammers. Click Here for more information from AARP.

Protect Against Internet Scams

Make sure your computer is up-to-date
with security updates and anti-virus
programs. Consider using auto-renewal
for trusted anti-virus programs.

Be especially careful of requests to verify
or update your account, password or
account number.

Avoid giving personal information. Many
scammers send out emails that appear to
be from your bank, credit card or
insurance company and say there is a
problem with your account.

Be very careful clicking on links from
"friends". Some scammers breach email
accounts, then send spam emails to the
contacts that appear to be from a trusted
friend, but are not. Verify email
addresses by clicking on the name of the
sender and verify the email address.

Never call a number from a Internet
pop-up.

Make sure you are purchasing
merchandise from a reputable merchant.
Check out companies and website to
ensure they are legitimate.

When making online purchases, do not
give out your credit card number unless
you are sure the website is secure.

Some scammers use trusted brands such
as Apple, Google or Microsoft to make
victims feel more comfortable about
giving personal information.

Protect your account information
carefully! Be skeptical of individuals
representing themselves as Nigerian or
foreign officials asking for your help in
placing money in overseas bank accounts.
Never believe the promise of large sums
of money for your help.

Never clink on any links for "pop-ups". To
clear press ALT-CTRL-Del at the same time.
Click Task Manager. Highlight the pop-up
and click End Task.
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